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1. O6bwasa nipopmauus:

HassaHue npoekTta: LT VPN.

URL npoekra: https://ltvpn.org.
CtpaHa: Poccuiickan ®epepaums.
A3bIK: PyccKkun.

2. LleneBas ayautopus:

Monb3oBaTenu, 3aMHTEPECOBaHHbIE B YC/yrax BUPTYasibHbIX YacTHbIX ceTen (VPN).
MHTepHET-NONb30BaTENIN, CTPEMALLMECA K aHOHMMHOCTM M 6€30NacHOCTU B CETM.

3. MpeameTt peaTeNnbHOCTH:

MpepgoctasneHue ycnyr VPN (BUPTYasbHbIX YAaCTHbIX CeTel).
ObecneyeHne aHOHMMHOIO AOCTyNa K MHTEPHET-pecypcam.

4. YcnoBuA NCNOb30BaHUA:

Bce nonb3oBatenn 06qa3aHbl 03HAKOMUTLCA C YCIOBUAMM U NPUHATb UX Nepes,
NCNONb30BaHUEM YCAyr.

NHbopmayma n ycnyrn VPN npenocTaBaatoTca «Kak ecTb» 6e3 KakMx-n1nMbo rapaHTuii.
Bce paHHble, nepegasaemble Yyepes VPN, wndpytotca, HO NoaHaa 6e30nacHoOCTb He
rapaHTuMpyetcs.

3anpeleHo HapyLwaTb 3aKOHbI U1 HOPMbI Ucnosb3oBaHMA VPN B Balel cTpaHe.
Ncnonb3oBaHKWe ycayr B HE3aKOHHbIX Lensax 1 HapyLlleHne aBTOPCKUX NpaBs 3anpeLueHo.

5. Peructpauua v nepcoHanbHble AaHHble:

Ona ncnono3osaHua ycnyr VPN morkeT notpeboBaTbca perncrpaums.

Bam moxkeT 6biTb pa3pelleHo co34aTb YY4ETHYIO 3aNUCb, NPEAOCTaBUB INYHbIE AAHHbIE.
Mbl 065a3yemca 06pabaTtbiBaTh M XPaHUTb BalLM NEPCOHa/bHbIE AAaHHbIE B COOTBETCTBUMN
C NPMMEHUMbIMW 3aKOHAMM O 3aLiuTe OAHHbIX.

Mbl He nepegaem BalM AaHHble TPETbUM nvLam 6e3 Baliero cornacus.

6. Onnara:

Mbl IPMHMMAEM NNATEXKM HENOCPEACTBEHHO HA HAWeM canTe. TaKKe Nonb30BaTeNN
MOTYT UCMO/Ib30BaTb CNELMaNbHbIE KUK, NPUOBPETEHHDbIE Ha APYrUX naaTdopmax,
ANA AOCTYNa K HaLlWMM YyCyram.

MNonb3oBaTenn MoryT BblbpaTb yA0OHbIM Ans HAX cnocob onnaTtbl U3 AOCTYMHbIX HA
calTe.

7. OTKa3 OT OTBETCTBEHHOCTU:

Mbl He Hecem OTBETCTBEHHOCTU 3a Ntobble MPAMbIE NN KOCBEHHbIE YObITKM, CBSAA3aHHbIE
C ncnonb3sosaHmem VPN.

Mbl He oTBeYaem 3a Npobaembl, CBA3aHHbIE C MOAKAOYEHNEM, CKOPOCTbIO MHTEPHETA
WM TEXHUYECKMMK Npobaemamu.

Mbl He rapaHTUpyem NOIHY0O aHOHMMHOCTb U 6e30NacHOCTb B CETH.
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8. ABTOpCKMeE npasa:

e Jlorotunbl, TOProBble MapKu 1 Apyroe cogepmMmoe, cBsizaHHoe ¢ Beb-calitom "LT VPN",
3aLLUMNLLEHBI 3aKOHAMK 06 aBTOPCKMX NPaBax M TOProBbIX MapKax.

9. U3smeHeHUs yCNOoBUIA:

e Mbl ocTaBssem 3a co60M NPaBO U3MEHATb YCI0BUA UCNONb30BaHMA B 1t060e Bpemsa ¢
npenBapuUTeNbHbIM YBEAOMIEHUEM MO/1b30BATENEN O TAKUX U3MEHEHUAX.

10. KoHTakTHaa uHpopmauuma:

e Ecnu Y BaC eCTb BOMNPOCbI haun I'IpO6J'IeMbI, CBA3aHHbIE C UCNOJZIb30OBAHNEM yCNyTr VPN, Bbl
MOXeTe CBA3aTbCA C HaMU, UCNOJIb3YyA KOHTAKTHYIO MH(I)OpMaLI,MIO, YKa3aHHYHO Ha camre.

11. JononHutenbHaa nHpopmauymsa:

e LT VPN ucnonb3yet WireGuard u Outline (Shadowsocks) ana yctaHoBneHua coeaAnHeHUA

MeX Ay BalMM YCTPOMCTBOM M Hawmmu cepsepamm. WireGuard ncnonbsyer:
o Curve25519 ana obmeHa Katodamu,

ChaCha20 gna cummeTpuYHOro WndppoBaHma.

Poly1305 gnsa ayTeHTUDMKALMOHHbIX KOAOB COOOLLEHUN.

SipHash ana kntoueit Tabany, xelwnposaHus.

BLAKE2s gna kpuntorpadpuyeckoi xew-GyHKUMN.

o PaboTtaeT TonbKO Ha ocHose UDP.

e Outline (Shadowsocks) npegocTtaBnseT 4ONoOAHUTENbHbIE BO3MOXKHOCTM ANnA 0bxoaa
6N10KMPOBOK M yAydLLIEHMA KOHOUAEHLMANBHOCTU. ITa TEXHONOTMUA UCNOb3yeT
NPOTOKOA, HanoMuHawwmit VPN, HO C NOBbILLEHHOM YCTOMYMBOCTBIO K B1OKMPOBKaM M
60nee BbICOKOI CKOPOCTbHO.

e LT VPN wudpyeT Balln MHTEPHET-HAHHbIE NPU NOAKIOYEHNN K OAHOMY M3 cepBepoB LT
VPN. Koraa Bbl He NOAKAOUYEHbI, YCAYTM NOBbIWEHUA KOHPUAEHLMANBHOCTU U
aHoHuMmmM3auum LT VPN He aKTMBHbI. Bce npunorxkeHus, 3anyweHHole MOC/E
nogkntoyeHua Kk VPN, 6yayT Mcnonb30BaTb 3TOT CEPBUC — HUKAKaA KOHpUrypauma He
TpebyeTcA.

e LT VPN nonHocTblo cOOTBETCTBYET AnpekTnBam EBponerickoro Coto3a, 3alimiLaowmm
Bally KOHPUAEHLUMaNbHOCTb: JAMpeKTnBa 0 3almTe AaHHbIX (95/46/EC) n upeKkTnsa o
3alMTe NepPCoHaNbHbIX AaHHbIX U NpuBaTHOCTM (2002/58/EC). Micnonb3oBaHue ycayru
noApasyMeBaeT, YTo Bbl MPOYAM U NOHANM Halwe YBeLOM/EHME O
KOHPMOEHLNANBHOCTMH.
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12. Kak 3to paboraet?

e [Mpunoxenns WireGuard n Outline (Shadowsocks) nossonsoT co3aatb
3aWNPPOBaAHHbIN TYHHENb K HalLMM CEpBEpPam B BbIBpaHHOM CTpaHe OAHUM HaXKaTuemM
KHOMKMW.

e 3aTem Bbl NPOCTO UCMNONb3yeTe MHTEPHET, Kak ByATO HaxoAMUTECH B CTPAHE, K KOTOPOA
NOAKNHOYUUCD.

e JTO N0O3BOJIAET 06X0ANTb HNOKMPOBKM, CKPbIBATL OT TPETbUX UL, — CNELLCNYKO,
WNHTEPHET-NPOBAAEPOB U XaKepoB — NepeaBaemble AaHHbIE U UCNOb3yeEMblE

pecypcsl.



e Mbl He BegeM N10r0OB BaLLMX NOAKAKYEHUN NN TpadUKa — COOTBETCTBEHHO, He
nepegaem uUx TPeTbMM AMULAM.

e B oTanumne ot 6ecnnatHbix VPN 1 NpoKcK-cepBUCOB, Mbl He 3apabaTbiBaem Ha aHa/n3e U
npoAaxe Nonb30BaTeNbCKOro TpaduKa.

13. NoKynKa nanyHoro cepsepa:

o MMopaaoK npuobpeTteHus: Mosb3oBaTeENN MOTYT NPUOBPECTU INYHBIV CEPBEP Yepes Hall
cepsuc. nsa aToro Heob6xoANMMO BblIbPaTb COOTBETCTBYOWMIA Tapud 1 ONNATUTb YCAyTy.

e OrpaHuyeHua: Mbl He NpeaoCTaBAseM PyT-A0CTYN HA IMYHbIE CEPBEPbI. ITO
orpaHuMyeHue BBeAeHO ana obecneyeHns 6e3onacHOCTM U cTabuabHOCTU cepBUCa.
AAMUHUCTPaLUMA OCTaBAAET 32 CO6OM NPaBO OrPaHUUYNTb UM NPUOCTAHOBUTL AOCTYN K
cepBepy Npu BbISBIEHUM HAPYLLUEHUI NPaBWU/ UCNONb30BaHMUS.

o Mopapep:kKa: Monb3oBaTensim AOCTYNHA TEXHUYECKAn NoAAeprKKa, KOTopasa MOMOXKET C
HaCTPOMKOW M ynpaBaeHMem cepBepom. Mogaep:kka He BKAOYAET KOHCYNbTaL MK No
BOMpPOCaM, TPebyoLWmnm pyT-4ocTyna.

14. NMpaBuna oTMeHbI NAaTexa:

e Ycnosua Bo3BpaTa cpeacTB: Bo3BpaT cpeacTB BO3MOMKEH TO/IbKO B C/lydae obpalleHus B
TeyeHue 7 AHeN C MOMeHTa onsaTbl. BO3BpaT cpeacTB OCyLLECTBAAETCA TO/IbKO 33
Heucnob3oBaHHble ycayru. Ecav ycnyra 6bina 4acTMYHO MCNOb30BaHa, BO3BpaTy
NOAJIEXKUT OCTABLUAACA YAaCTb HEMCMONb30BaAHHbIX CPeACTB. B cnyyae oTmeHbl 3aKasa
nonb3oBaTenem, CpeAcTBa BO3BpalLakoTca Ha banaHc nonb3oBaTens B IMYHOM KabuHete
M MOTYT BbITb MCNONb30BaHbI AR APYrUX YCAYT cepBuca.

e WcKnoueHua: Bo3BpaT CpeacTB HEBO3MOKEH, €C/IM HapyLUEHME YCA0BUM
MCNONb30BaHMA NPOM3OLLIO NO BUHE MOb30BaTeNA, BK/IKOYAsA HapyLLEHWUA NPaBUA
CepBuMca UM 3aKOHOAATENLCTBA. TaKKe BO3BpaT CPeACTB He OCYLLEeCTBAETCA 3a
MCMNONb30BaHME INYHbIX CEPBEPOB.
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1. General Information:

e Project Name: LT VPN.

e Project URL: https://Itvpn.org.
e Country: Russian Federation.
e Language: Russian.

2. Target Audience:

e Customers interested in virtual private network (VPN) services.
e Internet users seeking anonymity and security online.

3. Subject of Activity:

e Provision of VPN (virtual private network) services.
e Ensuring anonymous access to internet resources.

4, Terms of Use:

e All users are required to familiarize themselves with the terms and accept them before
using the services.

e VPN information and services are provided "as is" without any warranties.

e All data transmitted through VPN is encrypted, but complete security is not guaranteed.

e You are prohibited from violating the laws and usage norms of VPN in your country.

e Use of services for illegal purposes and copyright violations is prohibited.

5. Registration and Personal Data:

e Registration may be required to use VPN services.

e You may be allowed to create an account by providing personal data.

e We commit to process and store your personal data in accordance with applicable data
protection laws.

e We do not share your data with third parties without your consent.

6. Payment:

e We accept payments directly on our website. Users can also use special keys purchased
on other platforms to access our services.
e Users can choose the most convenient payment method available on the website.

7. Disclaimer:

e We are not responsible for any direct or indirect losses related to VPN service usage.

e We are not liable for any issues related to connection, internet speed, or technical
problems.

e We do not guarantee complete anonymity and security in the network.
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8. Intellectual Property Rights:

e Logos, trademarks, and other content related to the website "LT VPN" are protected by
copyright and trademark laws.

9. Changes to Terms:

e We reserve the right to change the terms of use at any time, with prior notification to
users about such changes.

10. Contact Information:

e If you have any questions or issues related to VPN service usage, you can contact us
using the provided contact information on the website.

11. Additional Information:

e LT VPN uses WireGuard and Outline (Shadowsocks) to establish a connection between

your device and our servers. WireGuard uses:
o Curve25519 for key exchange.

ChaCha20 for symmetric encryption.

Poly1305 for message authentication codes.

SipHash for hash table keys.

BLAKE2s for cryptographic hash function.

o UDP-based only.

e Outline (Shadowsocks) provides additional capabilities for bypassing blocks and
enhancing privacy. This technology uses a protocol similar to VPN, with increased
resistance to blocks and higher speed.

e LT VPN encrypts your Internet data when you are connected to one of the LT VPN
servers. When you are not connected, LT VPN enhancing privacy and anonymization
layer services are not active. All applications launched AFTER you connect to the VPN
service will use the service - no configuration is needed.

e LT VPN fully complies with the European Union directives which protect your privacy:
Directive on Data Protection (95/46/EC) and Directive concerning the processing of
personal data and the protection of privacy (2002/58/EC). Using the service implies that
you have read and understood our Privacy Notice.
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12. How does it work?

e WireGuard and Outline (Shadowsocks) applications allow you to create an encrypted
tunnel to our servers in the selected country with just one click.

e Then you simply use the Internet as if you are in the country that you have chosen to
connect to.

e This allows you to bypass locks, hide from third parties - special services, Internet
providers, and hackers - transmitted data and used resources.

e We do not log your connections or traffic - therefore, we do not pass them on to third
parties.

e Unlike free VPN and proxy services, we do not earn money by analyzing and selling user
traffic.



13. Purchasing a Personal Server:

e Acquisition Procedure: Users can purchase a personal server through our service. To do
so, select the appropriate plan and pay for the service.

e Restrictions: We do not provide root access on personal servers. This restriction is
implemented to ensure the security and stability of the service. The administration
reserves the right to limit or suspend access to the server if violations of usage rules are
detected.

e Support: Users have access to technical support that can assist with server setup and
management. Support does not include consultations on issues requiring root access.

14. Refund Policy:

e Refund Conditions: Refunds are only possible if requested within 7 days of payment.
Refunds are issued only for unused services. If the service has been partially used, the
remaining portion of the unused funds will be refunded. In the event of order
cancellation by the user, the funds are returned to the user's balance in their account
and can be used for other services.

o Exceptions: Refunds are not possible if the violation of the terms of use occurred due to
the user's fault, including violations of the service rules or laws. Also, refunds are not
given for the use of private servers.
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